Account Security
Authentication = checking that someone is really who they say they are.
Recognition = the act of identifying someone or something from previous knowledge

Alternatives to using a password:
1.
2.
3.
4.
5.


Pick one of the alternatives to passwords from above and explain a situation where it could be used:




What is multi-factor authentication? Can you give an example of this?







Supported:
Instead of using a password you could use a ____ where you type 4 numbers, this is often used when ___________.
To unlock a phone, some people have __________ recognition, where you swipe between 9 dots in a certain sequence.
Devices with cameras can use __________ recognition and some devices have a sensor for detecting if a matching __________ print has been provided.
MFA is used as an extra layer of security. What is happening here?
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Example of Multi-factor Authentication

1. Something you know 2. Something you have
Like a password Like a device, token or Yubikey

signin
Username

‘ohndoe Pending Authentiation

from device:

Password John'siPhone
*hKKKKK

Approve?
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3. Something you are
Like a fingerprint





